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Safer Internet Day 2025 — Tuesday 11 February

Digital skills to
deal with scams

Online scams are a growing risk — which is why they're our focus
for Safer Internet Day 2025, Fraud can happen in many spaces
anlineg, from messages and inboxes to games and social media.
S0, what can you do to keep your family better protected?

Watch =0 [y s ]

. v -
This short video outlines some 3 *":i!?:;: E;Eﬁh-;;ﬁ:'
simple everyday habits that can ;3 + ¥
help protect you from scams. - e e, S

e, ]
. iy | Mg
SCan the oode or Click nere. E J"‘-hLH""t‘;E aoEow

Spotting scams online: ask yourself...

™ Do you trust it? If a page, post or message

- doesn"t look or sound right, think twice
bafora clic l..:ing_ The E‘."EI'}"d-El'{.l' Digltﬂl
programme from Parent
{_} Are you being rushed? Get a second Zone helps families build
opinion f you feel you're being pressured good habits to feel more
into doing something. confldent online. Learn
. more at parentzone.org.uk’
-2 Hawve you checked your settings? Make Everyday- Digital

the most of security and privacy settings in
dewvices and accounts.

O parentzone



In every aspect of development, from learning to
cross the road, ride a bike or swim, parents teach,
guide and support their children. It should be no
different when it comes to their online lives.

The best online safety strategy, regardless of age, is
explore the online world together, talk with your
child and to engage with them about what they are
doing and who they are doing it with.




What does your child
love doing online?
What services and

devices do they use?

The online world can be exciting and inspiring. It has lots of opportunities to offer
young people. It is important to manage and minimise the associated risks.




* Using apps

* Gaming

* Downloading
* Going Mobile

Children aged 0-5 are:
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Children aged 6-9 are:

* Using apps

* Gaming

* Downloading
* Going Mobile
* Chatting




Children aged 10+ are:

* Using apps :

e Gaming | | f ‘ - p -
e Downloading p, | -
* Going Mobile

* Chatting

* Social networking
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Online behaviour & sharing

Children need to be aware of the impact that their online activity can have
on both themselves and others, and how other people may perceive them
because of what they say and do online.

It's easy to feel anonymous online and it's important that children are
aware of who is able to view, and potentially share, the information,
photos and videos that they may have posted.

When using the internet, it's important to keep personal information
(that could identify who they are) safe and not share it with strangers.




B Content

What children see online

Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social media,
online games, streams and websites.

Live comments and chats alongside other content including videos,
streams and games can be hurtful, harmful or unreliable.

It's important for children to consider the reliability of online material
and be aware that it might be written with a bias or not be true.
Photos and videos can be edited or inaccurate and Al has made it
easier to create content that looks realistic but is not real.




Online bullying

Also known as 'cyberbullying' - takes place online or using technology.

Cyberbullying can happen in many different ways including
unkind messages or comments, the sharing of embarassing
photos or exclusion from group chats.

Children need to understand that their online actions can be just as
hurtful as offline actions and that seeking to deliberately hurt or
upset someone is always unacceptable.




n Advice on online contact

Discuss online friendship with your child - make sure they understand that a person
they've never met face-to-face is still a stranger. Discuss what kinds of information they

should avoid sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.
‘G.'.E_O_F’

You will be shown how to report to CEOP later in this presentation.
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An open and honest —"
dialogue with your O) Childnet Teachers & professonels « Ferent . corrs Yo pesple -
child is absolutely '

key.

Parents & carers

Have a conversation

Advice and resources to help talk about life
online

A simple and effective way to get invelved with your children and

Talk to them about
their internet use and Sratogte et oor et o ecaaranine them oo talk to v

about their internet use parents can help children access the
amazing resources the internet has to offer whilst keeping them

let them know they Sofe anine.
can ta l k to yo u. Conversation starter ideas

childnet.com/parents-and-carers/have-a-conversation



Consider setting a
family agreement to
open discussion.

() Childnet

Resources

Parents and Carers Toolkit

Three resources that offer practical tips
and advice on different aspects of keeping
your child safe online.

ESta b lis h bo u n d a ri eS They can help support parents and carers of any age child to:
a n d yo u r @ Start discussions about their online life, 37years 711years Tt years

14-18 years
@ Set boundaries arcund online behaviour and technalogy use, _—

expe ctat I ons as a (3) Find ot whre 0 get morehep o suppert

Download the full Parent and Carer Toolkit here: Social media Grooming

fa m i I.y. Digital wellbeing  Online bullying

childnet.com/toolkit

Topics




Filtering software
and settings can
help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

internet
matters.org

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online

internetmatters.org/parental-controls/



Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

() Childnet

Help and Advice

How to make a report

Reporting advice for adults and young
people. Find out how to report on popular
online services.

Most services have rules about what kind of content is allowed on
the site. Making a report is a way of alerting them that someane
or something has broken these rules.

What can | report?

On many services you oan report content (such as images, videos or text), other
users, caomments and even adverts. However, action will anly be taken if your
report shows that somecne or something has broken the rules of the service,
Rules vary depending on the plotform you are using but the types of material

childnet.com/how-to-report

Teachers & professionals -

Parents & carers + Young people ~ Q
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Get involved with your

child's life online. Learn

about the apps, games
and devices they use.

Play their favourite
games with them, try
out their favourite

apps...

— FAMILY —
®VIDEO GAME*
-DATABASE -

Start Here Health Advice Dig Deeper Curated lists  About

Broevse For Gomes

-
We're here fo help parents and guardiar Search For Games f video games:

" Discover Amazing Games: Search Pt Shops Wit _Browse and Curated Game Lists
Toming Gaming Newsletter
¥ Undersiand Benefits and Risks: Par Porsatng GamenBog  wsletter and our Taming Gaming Book

Healthy Gaming Advice
!. Connect With Your Child's Goming: What's New and Irending today

To get started, just type a game or fopic info the search at the top of every page, scroll down here o
browse our recent content or use the delailed search to find games that maich your family's requirements.

’ Our Team's Favourites

» > Hn@n = - 2
‘k‘ 1] T ‘9& — s '8 %’i%
- HL.L_ F: X1 N ' Juas o

familygamingdatabase.com



Consider setting up
a shared family
email address,

Your child can use
this when signing up
to new services,




Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device




Other useful resources...

(& common sense media

A LOT OR A LITTLE?

The parents' guide to what's in this app.
A+ ® Pueeeee 6000
Educational value Ease of play Violence
Seee #leooeo $eee
Sex Language Consumerism
e

Drinking, drugs & smoking

commonsensemedia.org askaboutgames.com



Other useful resources...

(& common sense media

A LOT OR A LITTLE?

The parents' guide to what's in this app.
A+ ® Pueeeee 6000
Educational value Ease of play Violence
Seee #leooeo $eee
Sex Language Consumerism
e

Drinking, drugs & smoking

commonsensemedia.org askaboutgames.com



% AskAQuestion ¥ f Looking for something? Q

games PLAY Campaignv  PEGIRatings  Family Settings  Discover Amazing Games v About Us v

Get Smart About P.LAY View all Featured Post Setup Family Settings On View all

Consoles

PLAY: Parent's

Guide To Keeping \ Setting Up Family
Gaming Costs ¢g Controls on
Sensible - PlayStation
20/05/2022 28/11/2022

Set-Up Xbox Series
X|s

18/05/2022

Setting Up Family
fg) Controls for Xbox

28/11/2022

Set-Up PlayStation
== 5 For Your Family

Setting Up Family
Controls for
Nintendo Switch

28/11/2022

17/05/2022

Your Family

11/12/2023

p BESN  PLAY: Setting Up
- ., Family Controls To
=\ Work For You

03/01/2020



PEGI

Pan-European Game Information age rating system

Established in 2003 to help parents make informed
choices

descriptor e.g. drug use or violence

Apple have a rating system for apps



Screen time: time limit?
Gamer rage

-short-tempered, and more irritable as gamers. Sometimes, their
gamer rage gers out of hand.

» When we don't complete a task or we fail at it, we also feel
frustrated. The same thing goes for games. If's easy fo say, “It's just a
video game!” but for them, there’s still ime invested. Sometimes, it's
not about whether the rage is deserved or nof.

» Possible strategies: Implement the “three-loss” rule.

« Code word: Touch Grass- modern slang for go out and take a break
when gamer rage QETS the best of a player. Enables them to calm
down. "Touch grass’ tells them that they don’t have to quit the
%{]me enfirely. They just need to take a short break and give

emselves space for a while.

* Let them have a toy or something they can fidget with. Frustration is
a form of the mind being overloaded with adrenaline. Giving your
child and teen gamers a stress ball or a pen to fidget with helps
them unleash their energy.




Age Classifications for Games

31218

www.pegi.info www._pegi.info www.pegi.info

ESmB (Lrsap | FE (EL) LTS, (sl ¥ ACE | Auate alia) LISK [Gerrmasoy] |

www.peaqgi.info www.pegi.info
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Contents can change when game updates.



Keep the conversation going...

\
Do you have any
tips for how to be What could you do if someone
positive and show online is making you or
respect online? somecne you know feel
- worried or upset?
How might you know ifyouare | 7~ ol oo tho
gt e || et moke v
feel? Do different
apps/games makes
you feel differently?
S
Do you know where 10 go for
hel where 1o find scfety Help me!
odvice and how 1o use safety Can your child show you how to

fooks on your favourite apps do something beller/sofer oniing®

and gomes?




What we're doing in
school to tackle online
safety issues...

2



Always ask a
grown up
before using a

computer or

iPad

A PARKLAWDS PERSOM Is.,

SREFRS

A Parklandsz
Person always
stays safe
online

Before you CLICK, CLICK, CLICK,

you need to THINK, THINK, THINK
and TELL someonel”




Lo

Your account
is broken.
Send me your
possword now.
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Educational apps

20 years of free educational games, made by a UK teacher.

~

Mental maths and calculation skills practice for 5-11 year olds

[ﬂit the

"Button

Reading Eggs

By Spencer Riley, | Updated on April 03, 2024
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